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is applied to communications between the first device and
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1
TRANSPORT LAYER SECURITY TRAFFIC
CONTROL USING SERVICE NAME
IDENTIFICATION

TECHNICAL FIELD

The present disclosure relates generally to computer net-
works, and more particularly, to communications between
two network nodes.

BACKGROUND

Generally, modern networks are set up with proxy devices,
such as firewalls, to apply policy decisions to the traffic that
flows across a network boundary. In order to apply these
policy decisions, the firewalls may inspect the network traffic,
making a shallow inspection by only viewing packet headers,
or performing deep packet inspection by viewing the under-
lying packet data. With unsecured network transmissions it is
possible for the firewalls to immediately view the network
packets in their entirety, and therefore, the firewalls are able to
apply policy decisions to network traffic prior to allowing any
portion of the messages through the firewall.

As more network traffic is being sent securely (e.g., using
encryption techniques), itis no longer possible for the firewall
to view the network traffic in its entirety without first decrypt-
ing the messages. Additionally, in certain encryption proto-
cols, a firewall is not be able to determine even basic infor-
mation, such as the desired uniform resource locator (URL)
for the message, without decrypting the message. In order to
complete the decryption process, the firewall will often need
to allow certain messages or a limited number of packets, for
example, to pass through the firewall before any policy deci-
sion is applied to the traffic. Decryption of network traffic at
the firewall requires resource intensive operations to be per-
formed by the firewall. Furthermore, since networks are used
for carrying traffic for sensitive transactions such as financial
transactions, rules and regulations are being put into place
which restrict firewalls from decrypting certain sensitive traf-
fic.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 illustrates an example computer network in which a
proxy device is configured for Transport Layer Security
(TLS) traffic control using service name identification infor-
mation.

FIG. 2 is a flow chart that illustrates an example procedure
performed at the proxy device for applying a policy to com-
munications between a first device and a second device across
a network.

FIG. 3 is a ladder diagram that illustrates an example mes-
sage exchange between a client and a server through the
proxy device in which a communication session is established
such that the proxy device does not decrypt the message data.

FIG. 4 is a ladder diagram that illustrates an example mes-
sage exchange between a client and a server through the
proxy device in which a communication session is established
such that the proxy device decrypts the message data.

FIG. 5 is a ladder diagram that illustrates an example mes-
sage exchange between a client and a server through the
proxy device in which a communication session is denied by
the proxy device.

FIG. 6 illustrates an example initial message that the proxy
device uses to extract server name identification information
for purposes of applying a policy.
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FIG. 7 illustrates an example Server Name Indication
extension contained in the initial message that is analyzed by
the proxy device for purposes of applying a policy.

FIG. 8 is an example of'a block diagram of the proxy device
configured to perform TLS traffic control using server name
identification information.

DESCRIPTION OF EXAMPLE EMBODIMENTS

Overview

According to the techniques described herein, a handshak-
ing procedure for a secure communication between a first
device and a second device is intercepted at a proxy device.
Identification information associated with the second device
is extracted from an initial message of the handshaking pro-
cedure. A policy is applied to communications between the
first device and second device based on the identification
information.

Example Embodiments

Reference is first made to FIG. 1. FIG. 1 is a block diagram
of'an example computer network 100. The network 100 com-
prises client nodes 110a-c, a proxy device 120, and a server
130. For simplicity, reference numeral 110 is used to refer
generally to any of the clients 110a-c. Interconnecting the
network devices are links 140a-d. For simplicity, each of the
client nodes are referred to here as a “client” and the proxy
device 120 is referred to herein as a “proxy”. The clients may
take on a variety of forms. For example, the clients 110a-c
may be Internet Protocol (IP) phones, laptop computers, tab-
let computers, desktop computers, Smartphones, server com-
puters, etc. The clients 110a-¢ may be equipped with web
browsers that are capable of accessing web content via the
Internet, for example. The proxy device 120 may be a firewall
device that resides at a network boundary or edge to a local
area network of a business enterprise. The server 130 may be
a web server hosting web services for applications such as
Internet banking, other web service applications, or other web
content. The links 140a-c between the clients 110a-c and the
proxy device 120 may be network communication links
embodied as copper wires, optical fibers, wireless channels,
and other links (and any combination thereof) now known or
hereinafter developed. The cloud 1404 is meant to represent
the Internet, which itself may involve a combination of wired
and wireless links, over which the communication occurs
between the clients 110a-c and the server 130.

Traffic 150 maybe sent between network devices using
communication protocols such as the Transmission Control
Protocol/Internet Protocol (TCP/IP), User Datagram Proto-
col (UDP), Asynchronous Transfer Mode (ATM) protocol,
Frame Relay Protocol, Internet Packet Exchange (IPX) pro-
tocol, and other protocols now known or hereinafter devel-
oped.

As indicated in FIG. 1, examples of server name based
traffic control can be implemented at proxy 120 in order to,
for example, apply policy decisions to traffic between clients
110a-c and server 130. The policy decisions implemented at
the proxy 120 may be configured by the owner or adminis-
trator of the proxy 120. For example, the administrator may
determine a list of policies that should be applied to the traffic
that is intercepted by proxy 120. Accordingly, an example
proxy 120 may, through a software or hardware module,
determine when and how to implement the policy decisions.

Examples of server name based traffic control implemen-
tations may include intercepting at a proxy 120 traffic 150 that
includes or has associated therewith a handshaking procedure
for a secure communication between a client 110 and a server
130. Identification information associated with the server 130
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is extracted from an initial message of the handshaking pro-
cedure. A policy is applied to communications between the
client 110 and the server 130 based on the identification
information.

FIG. 2 illustrates a flow chart for a procedure 200 that the
proxy 120 uses for applying policy decisions to traffic 150 in
accordance with one or more example embodiments herein.
The procedure 200 starts at step 210, and continues to step
220 where, at the proxy device 120, an initial message of a
handshaking procedure between a first device (e.g., a client)
and a second device (e.g., a server) is intercepted. Examples
of'a handshaking procedure may include message exchanges
that dynamically set parameters of a communication channel
established between two entities before normal communica-
tion over the channel begins. Handshaking procedures are
used to establish security parameters for a secure (i.e.,
encrypted) communication session between the first device
and second device.

Upon intercepting the initial message of the handshaking
procedure, the procedure continues to step 230 in which the
proxy device 120 extracts from the initial message identifi-
cation information associated with the server 130. According
to example embodiments, the identification information can
take different forms. In one example, the initial message of
the handshaking procedure comprises a “ClientHello” mes-
sage of the Transport Layer Security (TLS) handshaking pro-
cedure. According to this example, the proxy device 120 may
extract the Server Name Indication (SNI) extension from the
ClientHello message. As discussed in more detail below, the
SNI is generally not used for security purposes or to apply
policy decisions, but instead is used to distinguish between
multiple Domain Name System (DNS) hostnames that are
virtually hosted on a single server.

Based on the identification information extracted in step
230, the proxy device 120 applies a policy to the communi-
cations in step 240. According to different examples, the basis
for the application of the policy decision can take many
forms. According to one example, the identification informa-
tion may identify the server 130 by name, and the policy
decision may be applied based on the name of the server 130.
For example, the identification information may be compared
against a “blacklist” database of servers to which connections
should be blocked. Accordingly, the proxy device 120 would
block all further communications between the client device,
e.g., client device 110a, and the server 130.

According to other examples, the identification informa-
tion may be indicative of an application type for traffic for a
communication session between the client and server. For
example, the identification information may indicate that the
data to be used for a banking or other financial services
operation. Other examples of applications may include Voice
over [P (VoIP) applications, streaming video, social network-
ing, photosharing, and other applications known to those
skilled in the art.

In still other forms, the application of the policy may be
based on the reputation of the server 130. Reputation infor-
mation associated with servers is accumulated over time from
communication sessions between clients and servers. For
example, the identification information may indicate that the
particular server that the client is attempting to connect to has
a reputation of, for example, hosting spyware or malware.
Accordingly, the proxy 120 may apply a policy decision that
is different than the policy decision that would be applied to
a server 130 that has a benign reputation.

According to yet other examples, the application of the
policy decision may be based on the category of the server
130 or the content served by the server 130. Examples of
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categories may include education, entertainment, financial
data and services, gambling, games, government, illegal or
questionable material, news and media, and other categories
known to those skilled in the art. Some categories of servers
may be readily allowed while others are regulated or denied.

The policy decision itself can take many forms. For
example, the policy decision can result in the handshaking
procedure being aborted at the proxy device 120 before any
messages are sent to the server 130 and certainly before any
content from the server 130 reaches the client. In another
example, the application of the policy decision can result in
future traffic between the client 110 and server 130 passing
through the proxy device 120 without any decryption and/or
re-encryption taking place at the proxy device 120. In yet
another example, the application of the policy decision results
in future communications being decrypted at the proxy device
120 and then being re-encrypted at the proxy device 120 for
transfer between the client 110 and the server 130.

The procedure 200 ends at 250.

Reference is now made to FIGS. 3-7 for a more detailed
description of the examples described above. FIG. 3 illus-
trates an example in which the application of the policy deci-
sion results in subsequent secure communications between a
client 110 and a server 130 passing through a proxy 120
without decryption at the proxy 120. An initial message, e.g.,
a ClientHello message 335, is sent from the client 110 to
initiate a handshake procedure between the client 110 and the
server 130, e.g., to establish a secure communication session
with the server according to the TLS protocol. The Clien-
tHello message 335 is intercepted by the proxy device 120.
The proxy device 120 extracts server identification informa-
tion from the ClientHello message 335.

The proxy device 120 makes a query 360a based on the
server identification information to a database 340. The data-
base 340 may be part of the proxy device 120 or external to the
proxy device 120. As depicted in FIG. 3, the database 340
may comprise multiple databases, such as a host category
database 341a, reputation database 3415, and an application
database 341c.

A comparison is made between the server identification
information extracted from the initial message and the infor-
mation stored in database 340. A result of the comparison is
returned via response message 3605. Based on the results of
the comparison, the proxy device 120 applies a policy deci-
sion 365 to any further communications between the client
110 and the server 130.

While some examples base the application of the policy on
a comparison with a single database, other examples may
apply the policy based on a combination of comparisons with
two or more of the databases. For example, while a compari-
son with the reputation database 3415 may determine
whether or not the communication session should be allowed,
the application database 341¢ may be used to determine
whether or not the subsequent communications between the
client 110 and the server 130 should be decrypted at the proxy
120. It may also be the case that the results of the comparisons
with more than one database are balanced to determine the
appropriate policy to apply. For example, financial services
communications may be prohibited from being decrypted by
proxy devices. Accordingly, even if a reputation or category
comparison would indicate that the communication session
should be decrypted at the proxy 120, the legal requirement
that financial services data cannot be decrypted by the proxy
120 would result in communications continuing without
decryption by the proxy 120.

As depicted in FIG. 3, the result of the comparison is that
the communication session (connection) between the client
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110 and the server 130 should be established. Accordingly,
the proxy 120 forwards the ClientHello message 335 to the
server 130. The client 110 and the server 130 complete the
handshaking procedure through messages 350. Data is sent to
the server via messages 370 and data is sent to the client via
messages 380, which as shown in FIG. 3, bypass the proxy
120.

Reference is now made to FIG. 4. The example depicted in
FIG. 4 is similar to that of FIG. 3 except that the application
of'the policy results in communications 370 being decrypted
by proxy 120, re-encrypted, and sent to the server 130. Simi-
larly, communication 380 from the server 130 is decrypted by
the proxy 120, re-encrypted, and sent to the client 110.
Because of the encryption and decryption being performed by
proxy 120, the handshaking procedure may proceed in a
different manner than the example procedure depicted in FI1G.
3. Specifically, as shown in FIG. 4, if the result of the com-
parison between the server identification information and the
information stored in database 340 indicates that a connection
should be established, the proxy 120 will send a proxy Cli-
entHello message 336a to initiate a handshake procedure
between the proxy 120 and the server 130. When the proxy/
server handshaking procedure is completed, the proxy 120
completes a proxy/client handshaking procedure through
message 351. With all handshaking procedures completed,
communications between the client 110 and the server 130
can be carried out with decryption and re-encryption taking
place at proxy 120.

Turning now to FIG. 5, an example is shown in which the
application of the policy results in the denial/blocking of
communications between the client 110 and the server 130.
Accordingly, the ClientHello message 335 never makes it to
the server 130, and a connection denial message 337 is sent
from the proxy 120 to the client 110.

With regards to the examples depicted in FIGS. 3 and 4
which result in a connection between the client 110 and the
server 130, the policy decision may be applied prior to any
communications between the devices. Accordingly, the
policy can be implemented without disrupting the handshak-
ing procedure or the subsequent data exchanges. Addition-
ally, the application of the policy prior to any communications
between the client 110 and the server 130 may prevent any
malicious or otherwise harmful communications from being
sent as part of the handshaking procedure.

Reference is now made to FIGS. 6 and 7. Depicted in FIG.
6 is an example of an initial message. Specifically, depicted in
FIG. 6 is a ClientHello message 600 according to the TLS
protocol. Included in the TLS ClientHello message 600 is a
protocol version indication 610 that indicates the highest TL.S
protocol supported by the client, a random number 620 for
use in creating a “master secret” for the encryption/decryp-
tion of the data intended to be sent, a session ID 630, useful if
the message is attempting to perform a resumed handshake,
an indication of a cypher suite 640, an indication of a com-
pression method 650, and the SNI extension 660.

The SNI extension 660 was added to the TLS protocol to
indicate to the server the hostname the client is attempting to
connect to during the handshaking procedure. Specifically, it
is present in the ClientHello message 600 to assist with name-
based virtual hosting. Name-based virtual hosting allows
multiple DNS hostnames to be hosted on a single server on
the same IP address. In an unsecured HTTP request, the
server can read the virtual host from the HTTP headers. In an
encrypted TLS request, the server is unable to read the HTTP
headers until after the handshaking procedure is finished. In
order to present the client with the appropriate certificate, it is
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useful for the server to know which hostname the client is
attempting to reach before completion of the handshaking
procedure.

FIG. 7 illustrates an example of an SNI extension 700. The
SNI extension comprises a ServerNamel.ist 710. The Serv-
erNamel.ist 710 is made up of multiple entries e.g., four
entries 720a-d, as an example. Each entry comprises a host
name 750a-d and a name type 740a-d. For example, an
example embodiment could list a number of host names
750a-d all of which may be of the DNS name type. Of course,
name types other than DNS can be used with the SNI exten-
sion 700.

With reference back to FIG. 3, in an example involving the
use of a TLS ClientHello message 600 and a TLS SNI exten-
sion 700, the proxy 120 extracts the SNI extension 700 from
the ClientHello message 600 prior to the server 130 receiving
the ClientHello message 600. The proxy 120 compares one or
more of the host names 750a-d and/or name types 740a-d
contained in the SNI extension 700 of the ClientHello mes-
sage 600 with the information stored in database 340. A result
of the comparison is returned via response message 360b.
Based on the results of the comparison, the proxy device 120
applies a policy decision to any further communications
between the client 110 and the server 130. As previously
discussed, the policy decision in the example of FIG. 3 results
in the completion of the TLS handshaking procedure, and
therefore, the server 130 will still be able to read the SNI
extension 700 for its intended purpose of indicating to the
server 130 the host to which the client 110 is attempting to
connect.

FIG. 8 depicts an example block diagram of a proxy device
configured to perform the traffic control techniques described
herein. The proxy device 120 comprises network interfaces
810, processor 820, bus 830, and memory 840. The memory
840 comprises software instructions for operating system
841, firewall services 842, and client/server proxy services
843. The memory 840 also includes database 340, but as
discussed above, the database 340 may also be maintained
external to the proxy device 120.

Memory 840 may comprise read only memory (ROM),
random access memory (RAM), magnetic disk storage media
devices, optical storage media devices, flash memory devices,
electrical, optical, or other physical/tangible (e.g., non-tran-
sitory) memory storage devices. The processor 820 is, for
example, a microprocessor or microcontroller that executes
instructions for the proxy device logic. Thus, in general, the
memory 840 may comprise one or more tangible (non-tran-
sitory) computer readable storage media (e.g., a memory
device) encoded with software comprising computer execut-
able instructions and when the software is executed (by the
processor 820), and in particular firewall services software
842, it is operable to perform the operations described herein
in connection with FIGS. 2-5.

There are several advantages to the traffic control tech-
niques described herein. For example, by intercepting the
initial message of a handshaking procedure, important net-
work resources can be conserved. As depicted in FIG. 5, the
determination to block the connection between the client 110
and the server 130 is made before the message 335 makes its
way to the server 130. Accordingly, the network and compu-
tational resources required to complete the handshaking pro-
cedure can be conserved. Specifically, resources used to cre-
ate and store the “master secret” for encrypted
communications, send and receive a ServerHello, determine
and retrieve a security certificate, and exchange security keys
can be conserved. In addition, the computational resources
required to decrypt and re-encrypt the data can be conserved.
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Furthermore, because the communication session between
a client and server can be denied prior to any substantive
communications between the client 110 and the server 130,
resources that would otherwise be needed to terminate the
established connection can be conserved.

In summary, a method, apparatus and computer readable
tangible storage media are provided to perform the traffic
control techniques described herein. In apparatus form, an
apparatus is provided that comprises a processor, at least one
network interface unit configured to transmit and receive
messages over a network and a memory. The processor is
configured to intercept an initial message of a handshaking
procedure for a secure communication session between a first
device and a second device, extract from the initial message
identification information associated with the second device,
and apply a policy to communications between the first
device and the second device based on the identification infor-
mation.

In computer readable tangible storage media form, instruc-
tions are encoded on a computer readable tangible storage
media that, when executed by a processor, cause the processor
to intercept at a proxy device an initial message of a hand-
shaking procedure for a secure communication session
between a first device and a second device. The instructions
further cause the processor to extract from the initial message
identification information associated with the second device,
and to apply a policy to communications between the first
device and the second device based on the identification infor-
mation.

The above description is intended by way of example only.

What is claimed is:
1. A method of establishing a connection across a network,
comprising:
intercepting at a proxy device a partially encrypted initial
message of a handshaking procedure for a secure
encrypted communication session between a first device
and a second device, wherein the initial message is a
ClientHello message of a Transport Layer Security
(TLS) handshaking procedure that includes identifica-
tion information associated with the second device,
wherein the identification information comprises a plu-
rality of parameters including host names, categories of
hosts, reputations of hosts, and application types, and
wherein each parameter has assigned a weight;

extracting from the initial message the identification infor-
mation associated with the second device;

comparing the plurality of parameters with a plurality of

databases to generate comparison results;
balancing the comparison results based on the assigned
weights to the parameters to determine a policy; and

applying the policy to communications between the first
device and the second device based on the identification
information,

wherein extracting the identification information com-

prises extracting a server name indication extension in
the initial message without decrypting the initial mes-
sage, and

wherein the service name indication extension indicates a

host name of the second device.

2. The method of claim 1, wherein applying comprises
comparing the identification information against stored infor-
mation of devices for which communications are to be
blocked, and blocking the secure communication session
between the first device and second device when there is a
match between the identification information and the stored
information.
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3. The method of claim 1, wherein applying comprises
comparing the identification information against stored infor-
mation of host names for devices whose traffic is allowed to
be intercepted and decrypted, and further comprising
decrypting communications between the first device and sec-
ond device at the proxy device when there is a match between
the identification information and the stored information.
4. The method of claim 1, wherein applying comprises
comparing the identification information with stored infor-
mation representing categories of hosts and applying a policy
to permit access to the second device and/or to decrypt com-
munications between the first device and second device based
on a category for the identification information determined
from the stored information.
5. The method of claim 1, wherein applying comprises
comparing the identification information with stored infor-
mation representing reputations of hosts and applying a
policy to permit access to the second device and/or to decrypt
communications between the first device and second device
based on a reputation determined for the identification infor-
mation from the stored information.
6. The method of claim 1, wherein applying comprises
comparing the identification information with stored infor-
mation representing application types associated with hosts
and applying a policy to permit access to the second device
and/or to decrypt communications between the first device
and second device based on an application type determined
for identification information from the stored information.
7. The method of claim 1, wherein applying comprises
determining whether to permit communications between the
first device and second device.
8. The method of claim 1, wherein applying comprises
applying the policy prior to forwarding by the proxy device of
the initial message to the second device.
9. The method of claim 1, wherein applying comprises
allowing communications between the first device and the
second device without decryption of messages by the proxy
device.
10. The method of claim 1, wherein applying comprises
comparing the identification information with stored infor-
mation and applying a policy to permit access to the second
device and/or to decrypt communications between the first
device and second device based on the comparing, wherein
the stored information represents host names for devices
whose traffic is allowed to be intercepted and decrypted,
categories of hosts, reputations of hosts and/or application
types associated with hosts.
11. An apparatus comprising:
at least one network interface unit configured to transmit
and receive messages over a network;
a memory;
a processor coupled to the memory and the at least one
network interface, wherein the processor is configured
to:
intercept a partially encrypted initial message of a hand-
shaking procedure for a secure encrypted communi-
cation session between a first device and a second
device, wherein the initial message is a ClientHello
message of a Transport Layer Security (TLS) hand-
shaking procedure that includes identification infor-
mation associated with the second device, wherein the
identification information comprises a plurality of
parameters including host names, categories of hosts,
reputations of hosts, and application types, and
wherein each parameter has assigned a weight;

extract from the initial message the identification infor-
mation associated with the second device;
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compare the plurality of parameters with a plurality of
databases to generate comparison results;

balance the comparison results based on the assigned
weights to the parameters to determine a policy; and

apply the policy to communications between the first
device and the second device based on the identifica-
tion information,

wherein the processor is configured to extract a server
name indication extension in the initial message with-
out decrypting the initial, and wherein the server
name indication extension indicates a host name of
the second device.

12. The apparatus of claim 11, wherein the memory is
further configured to store information of devices for which
communications are to be blocked, and wherein the processor
is further configured to block the secure communication ses-
sion between the first device and second device when there is
a match between the identification information and the stored
information.

13. The apparatus of claim 11, wherein the processor is
configured to compare the identification information with
stored information representing host names for devices
whose traffic is allowed to be intercepted and decrypted,
categories of hosts, reputations of hosts and/or application
types associated with hosts, and apply a policy to permit
access to the second device and/or to decrypt communica-
tions between the first device and second device based on the
comparing.

14. A non-transitory computer readable tangible storage
media encoded with instructions that, when executed by a
processor, cause the processor to:

intercept at a proxy device a partially encrypted initial

message of a handshaking procedure for a secure
encrypted communication session between a first device
and a second device, wherein the initial message is a
ClientHello message of a Transport Layer Security
(TLS) handshaking procedure that includes identifica-
tion information associated with the second device,
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wherein the identification information comprises a plu-
rality of parameters including host names, categories of
hosts, reputations of hosts, and application types, and
wherein each parameter has assigned a weight;

extract from the initial message the identification informa-

tion associated with the second device;

compare the plurality of parameters with a plurality of

databases to generate comparison results;
balance the comparison results based on the assigned
weights to the parameters to determine a policy; and

apply the policy to communications between the first
device and the second device based on the identification
information,

wherein the instructions that cause the processor to extract

comprise instructions that cause the processor to extract
a server name indication extension in the initial message
without decrypting the initial message, and wherein the
server name indication extension indicates a host name
of the second device.

15. The non-transitory computer readable tangible storage
media of claim 14, wherein the instructions that cause the
processor to apply comprise instructions that cause the pro-
cessor to block the secure communication session between
the first device and second device when there is a match
between the identification information and stored informa-
tion of devices for which communications are to be blocked.

16. The non-transitory computer readable tangible storage
media of claim 14, wherein the instructions that cause the
processor to apply comprise instructions that cause the pro-
cessor to compare the identification information with stored
information and apply a policy to permit access to the second
device and/or to decrypt communications between the first
device and second device based on comparison of the identi-
fication information to stored information representing host
names for devices whose traffic is allowed to be intercepted
and decrypted, categories of hosts, reputations of hosts and/or
application types associated with hosts.

#* #* #* #* #*



